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CYBER SECURITY

IN coLLaBoraTion with EC-COUNCil

Building A Culture Of Security



WHY
CYBER SECURITY?

® Cybersecurity is one of the most promising career
paths in today's digital world, offering job security,
competitive salaries, and endless opportunities for
growth. In India, the cybersecurity industry is
projected to grow to $35 billion by 2025,
generating over 1 million job opportunities. The
demand for skilled professionals is soaring, with
entry-level roles like penetration testers earning
%11.8 lakh per annum and cybersecurity analysts
making 6.9 lakh per annum.

Major companies like TCS, Infosys, Wipro, and
HCL are actively hiring cybersecurity experts,
making it a lucrative and future-proof profession.
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PROCESSING
OF
LEARNING
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Hundreds And Th

We Have Filled The Gap By Creating A Course Where People
Get An Opportunity To Work On ” Live Clients”. Once People
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ONTHS OF CLASSROOM TRAINING
The Regular Training Centres Get An “F” For Teaching.
ds Of Gr C

Without The Practical Skills Needed To Succeed.

Their Course

Complete Their Course They Are Made To Work On Our Live
Project Under The Guidance Of A Project Manager.
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PROJECT BASED INTERSHIP

Freelancers Academy Digital Marketing Course Provides

Agency-based Training, Which Gives The Student Exposure
To How It Feels To Work In An Agency. This Makes You Digital
Marketing Industry-ready. You Will Learn All The Aspects Of
Working In An Agency, From Working In Teams To Creating
A Proposal.
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JOB PLACEMENT

You Will Be Provided With Placement Opportunities In The
Same. Our Online Digital Marketing Course Not Only Trains
You In Digital Marketing But Also Trains You To Crack The
Interviews And Helps You Find A Place For Yourself In

The Digital Marketing World.
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UNLOCK YOUR
CYBERSECURITY CAREER PATH
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CURRICULUM*
m SESSION LEARNING OUTCOMES

SECURITY « Introduction to Security+ Certification

FUNDAMENTALS * Cybersecurity Concepts

(4 HOURS) ¢ Risk Management Basics

¢ Malware and Attack Types

THREATS, « Social Engineering & Phishing
ATTACKSAND  Network Attacks
VULNERABLITIES » Web & Application Attacks

(6 HOURS) * Wireless & loT Security Risks
Cloud Security Threats

¢ Security Monitoring & Incident Response

SECUR'TY * Forensics & Investigations
0PERAT|0NS e Security Automation & Orchestration

(6 HOURS) ¢ Endpoint Security
* Mobile & Embedded Device Security

e Link Wheel
CRYPTOGRAPHY * Do-Follow Links
AND PKI * Link Exchange
(5 HOURS) * No-Follow Links

¢ Link Juice and Pyramid




CURRICULUM*
m SESSION LEARNING OUTCOMES

SECURE
SOFTWARE

¢ Secure Coding Practices

¢ Application Security Controls

DEVELOPMENT * DevSecOps & Automation
4 HOURS)

GOVERNANCE, ¢ Regulatory Compliance Standards

RISK AND * Secutrity Policies & Awareness

COMPLIANCE * Business Continuity & Disaster Recovery

(GRC) * Third-Party Risk Management

EXAM e Exam Taking Strategies
PREPERANCE * Mock Exam 1 (Full-Length)
AND MOCK TESTS e Mock Exam 2 (Full-Length)

(5 HOURS) * Review & Discussion




EC- COUNCIL

WHAT IS EC-COUNCILS ILABS?
EC-COUNCIL LABS SIMULATIONS INCLUDE:

SESSION HIJACKING

EVADING IDS FIREWALLS AND HONEYPOTS
HACKING WEB SERVERS

HACKING WEB APPLICATIONS

SQL INJECTION

HACKING WIRELESS NETWORKS

HACKING MOBILE PLATFORMS

CLOUD COMPUTING

CRYPTOGRAPHY



SYNCLATURE
SINGAPORE COMPANY

Join us and gain hands-on experience and
kickstart your career with an internship at
Synclature, a leading Singapore-based
company.

This is your chance to work on real-world
projects, learn from industry experts, and
build a global network.

Whether you're looking to sharpen your Cyber
security skills or explore new opportunities,
this internship will give you the edge you
need to stand out in the competitive job
market.

Don’t miss out on this exciting opportunity to
grow with Synclature!




OUR
PLACEMENT PARTNERS
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STUDENTS
TESTOMINALS
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Ayesha Patel

IT Support Professional

“As an IT support professional, I've always been
interested in cybersecurity but struggled to find
the right course. Freelancers Academy’s job
assurance program helped me land my first role
as a cybersecurity analyst. The hands-on labs and
mentorship from industry experts were invaluable”

(19

Harsh Gupta

Computer Science Graduate

“I recently graduated in Computer Science but wanted
to specialize in cybersecurity. The EC-Council CEH
Practical Certification integrated into the program
gave me an edge over other candidates. The practical
knowledge | gained through iLabs and the guidance
from mentors helped me land my first cybersecurity
job!”




Write to us:

N
had info@freelancersacademy.com

@ Visit us at:
Q www.freelancersacademy.com

Q Call us:
+91 93727 62170

+91 9324114273 +91 9372762170 +91 9082006765

Vashi ‘ Andheri ‘ Thane

Charni Road Bangalore
+91 8591082628 +91 9372762170
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